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February 20, 2010

Marlene H Dortch, Commission Secretary
Oftice of the Secretary

Federal Communications Commission
445 12" Street, SW

Washington DC 20554

RE;  Annual 64.2009(e) CPNI Certification

New Horizons Communications Corp
EB Docket No 06-36

Dear Ms Dortch:

Pursuant to 47 C.F.R. § 64.2009(¢) New Horizons Communications Corp. hereby submits
its annual 64.2009(¢) CPNI Certification.

If you have any questions or should you require any additional information please contact
me at the below. Please acknowledge receipt of this filing by date-stamping the extra
copy of the explanation letter and returning it to me in the self-addressed, stamped
envelope provided for this purpose. If you have any questions, please contact me at the
below. Thank you for your attention to this matter.

Sincerely,

New Horlgon Communication

Ronald A. Sheehan

Tariff and Regulatory Specialist
420 Bedford Street, Suite 250
Lexington MA 02420

Phone: 1-339-222-7518

Fax: 1-781-207-0458

Email: rsheehan@nhcgrp.com

No. of Copies rec'd‘a
List ABCDE T
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New Hoarizons Communications Corp.
420 Bedford Street, Suite 250
Lexington, MA 02420

Compliance Requirements

COMPANY NAME ("Company”} maintains the following operating proceduras to ensure compliance with the
requirements set forth in Secllon 64.2001 et seq, of the Cammission’s rules.

Section 642005 Use o!aL customer propristary petwork Wformetion without costomer
BppTOV

(&) Any selesommunicationt cerrler may nyw, disslose, or permit acesss to CFNI far fhe purpose of
providing or merketing service offerings smong the categories of service (e, local, interexehangs, and
CMRS) to whinh the customer afready subscribes from the seme carrier, without customer spproval,

(1) If 2 tolecommunieatives omrier provides diffirent catspories of service, aud a onstomer
subscriben o more than ona ptegory of servioe offered by the cumder, the oatrier is poymitted to share
CPNT among the carrier’s affiliuted entitles that provide a.sorvice offkeing to the oustomer.

(@) ¥ etelecommuniontions axrier provides diffcent categories of servics, but a customer doss
ot sobserlbe fo morve than one offerlng by e cerrler, the canler I not pepnitted to ghare CPIN] with its
affifistes, except a8 provided ta §64.2007(0b).

(b) A telecommunications cuiler may oot use, dizcloss, or permnit sccess to CFNT (o market 1o &
customer service offerings har are within a caregory of servics to which the subscriber does not almady
suhgoribo from thet carrier, smisss that cemlor has cistomer approvel to do go, except ax described in
paragraph(c) of this section. .

{1) A srircless provider may nse, disclose, or permiit access to CPNI dertvod from jty provision of
CMRS, whthont customer appraval, for the provislon of CPE and informeation service(s). A wirslins earrler
may usa, disclose or permit eccess to CPNI dwrived fram its provision of looal exchengs service .or
Interexchenge sexvios, without customer approva), for the provision of CPE and csll enswerilng, voite mail
or messaging, vofce etorage and retrisvel servives, fix store end forwerd, end protocol conversion,

(2) A telecommunications carrler mey not ueo, disclose, or pextmit access to CPNE to identty or
treck customers that call competing service proylders, For exaniple, & local exchange cerrier may not use
Incal service CPNI to treck all oustorners fust call local servics competliors,

(€) A felacommunications carier may use, diselose, or pernmit acesss to CPNI, withoot customer
epproval, 28 descxibed in this paragraph (c).

(1) A telecommumicstions candier may wee, discloss, or peanit socess to CPNL, withoot customer
approval, In its provision of intide wiring installation, mainfenancs, and repalr services.

{2) CMRS providers may use, dleclose, or pumit access to CPNI for the purpose of condacting
research on the health offscts of CMRS.
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I, Glen Nelson, Vice President of New Horizons Communications certify that [ am an
officer of the company named above, and acting as an agent of the company, that [ have
personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the commissions CPNI rules see 47 C.F.R. § 64.2001
et seq.

Attached to this certification as Exhibit "4 ”is an accompanying statement explaining
how New Horizons Communications Corp.’s procedures ensure that the company is in
full compliance with the requirements set forth in 47 C.F.R. § 64.2001 et seq.of the
commissions Rules

P

Name: ~ Glen E, Nelson
Title; Vice President
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Annual 47 C.F.R. § 64.2009 CPNI Certification

EB Docket 06-36

New Horizons Communications Corp., has not taken any action (proceedings
instituted or petitions filed by a company at either state commissions, the court system or
the Commission against data brokers) against data brokers in the past year. Companies
must report on any information that they have with respect to the processes pretexters are
using to attempt to access CPNI, and what steps companies are taking to protect CPNI.

New Horizons Communications Corp. has not received any customer complaints
in the past year concerning the unauthorized release of CPNI (number of customer
complaints a company has received in related to unauthorized access to CPNI or
unauthorized disclosure of CPNI, broken down by category or complaint e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information or instances of improper access to online
information by individuals not authorized to view the information).

/ )7
Glen E, Nelson
T1t]e. Vice President




(3) LBCs, CMRS providers, apd interconmested VoIP providers may use CPNI, without onstomer
approval, 1o market services formerly known as adjunct-to-basie services, such a9, but not limited to, speed
dialing, computer-provided drectory asuistance, call monitoring, call tracing, call blockieg, call retom,
repeat dialing, call tracking, call waiting, caller 1.0, call forwarding, and certain Centrex features.

(d) A telecommuniraions cerrier may usc, discloss, or permit aceess to CPNI to protect the rights
or propecty of the carrier, or fo protect usary of thoge services and other carriers from fraudulent, abusive, or

untewil use of, ar subscription o, such ssrvices,

The Company has adopied specific CPNI polleles fo ensare hav, bn the absence of cusiomer approval,
CPNI iy only used by the Conpony fo provide or market service offerings among the caiegories of
service (L&, local, irterexchange, und CHRBS) lo which the cwstomer already subscribes. The
Company's CPNI policies prohibit the sharing of CPNT whth affifiated companics, except as permitied
under Rule 64.20050(1) or whth cnstomer appreval parsuant 1o Rale 64.2007(8).  The only exceptions
to these policies are as permitted under 47 U.8.C. § 222(8) and Bule 64,2005,

Section 64,2087 Approval required for ase of customer proprietary wetwork information,

(5) A telscommunicatlons carler may obtain approval frough written, aral or electronic
methods,

(1) A telecomuounications carrisr relying on oral approval shall bear the burden of demonstrating
that such approval has been given in compliange with the Commission's nules in this part,

(2) Approval or dieapproval to use, diselose, or permit access to a customer's CPNI obtalned by o
telecommunications carrisr must remain in sffect until ths customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintein records of approval, whether oral, written or
olectronic, for et least one ybar, :

It all olroumstances where cristomer epproval Is ragquired fo use, dirclose or permit access io CPNI, the
Company's CPINT policies requlrg that the Company obtain customer approval through written, oral or |
electronic methods In complance wilh Rulg 64,2007, A custortier's approval or disapprovel remins in
affect until the custamer revokes or Ity the approval or disapproval. The Company maintiaing records
of customer approval (whether written, ora! or electrovic) for a miinlmam of one year.

(&) Use of Opt-Out and Opi-In Approval Processes. A telecommumications cerler may, subject
to opt-cut approval or optein approval, use its customer's individually identifiable CPNI for the purpose of
marketing conmmnications-relatad services to hat custamer. A telecommunications casrier may, subject to
opt-out approval or opt-n approvel, dlsciose iz customes’s individually identifiable CPNI, for the purpose
of iarketing conmmunications-related services to that custnmer, to its agents and Hs afffliates that provide
communications-ralated sexvices, A telecommumications carrier may also permit such parson or entitles to
pbiin acgess to such CPNI for such purposes, Bxcept for use and disclosure of CPNI that is permitted
without custonter approval under ssction §64.2005, or that is described in this paregraph, or as otherwiss
provided in section 222 of the Coramunications Act of 1934, as amended, a telecommumications carrier
may only use, diacloss, or permit access to {ts ovstomer’s individually identifiable CPINT subject to opt-in
approval.

The Company does not use CPNT for any purpose (including merketing communicationy-related
services) and does not discione or grant apoess to CENY to any party (including to agemls or affilimes that

provide contmuilcatlons-refated services), excepl ex permiited under 47 USC, § 222(d) and Rule
64.2005.



Section 64.2008 Notlce regnired for nse of customer proprietary network information,

(8) Notffication, Gengrally. (1) Ptlor o any solichation for customer approvel, a
telecominunications carrler must provids notification to the custorner of the customer's right to restrict use
of, discloas of, and access to that customer's CPNI.

{2) A telecommunications oarrier must mafntain records of notification, whether oral, written or
16STTOnIC, 10T Al 16A8Y 1o JouT.

{t) Individual notice to cuetomers must be provided when soliciting approval 1o uss, disclose, or
permit access to customers” CPNI.

() Content of Notice, Customer notification must provide safficlent lnformation to enable the

customer to make an informod decision as to whether to penuit » cartler to use, disclose, or permit access
to, the customer’s CFN1.

(1) The notiflcation ranst state thet the cristomer has & right, eud the carrler has a duty, under
fuderal law, o protect the confidentiality of CPNL.

(2) The notification must specify the types of Information that constituts CPNI and the speciflc
entiies thet will reosive the CPNI, describe the pmeposes for which CPNI will be used, end inform the
custorner of his or her right fo disapprove those uses, and deny or withdraw eccess to CPNI et any time,

(3) The notification must advise he customer of the precise steps the cnstomer rmist take in order
to grant or deny access to CPNI, and must clearly stete that a denial of approval will not aifect the
provision of any eervices to which the customer subscribes, Howover, carriers mey provide a brief

smatement, in a olsar and neutral language, describing consequences diroctly resulting from the lack of
access o CPNIL.

(4) The notification nrust be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clemly logible, use sufficlently large
£ype, and be placed in an area so es to be readily apparent to & customes,

(6) If any portion of a notlfication I3 trinsiated into another language, then all portlons of the
notification must be translated into thet language.

(7) A carrier mey state in the notifivation that the oustomer's approval to use CPNI may enhance
the caryier's ability to offer products and services taliored to the customer’s needs, A carrier also may state

in the nodfication that it mey be compalled t digeloss CPNI to any parson upon affirmative written request
by the customer.

(8) A carrler may not. incjude in the notlfication any staternent attempting o encowrage & customer
to freeze third-party access to CPNL

(9} The notification must state that any epproval, or denial of approval for the use of CPNI
owtside of the service to which the customer already subseribes from that cerrier is valid wnti! the customer
affirmatively revokes or limits such epproval or denial.

(10) A telecommmunications oamier's eolicitation for approval muvst be proximate to the
notfication of a customer’s CENI rights,

The Company's CPNI policies require that customers be noiifled of their rights, and the Compary's
oblgarions, with respect o CPNT prior to any solicitarlon for customer approval. Al required custorser
notlees (whether writtens, oral or electronic) comply with the requirements aof Rele 64,2008 The



Company maintains records of all regatred customer noficey (whether written, oral op elscironic) for a
minlmirm of one year.

(d) Notice Requirements Specific to Opt-Out. A telecoramvmdeutlons cayrier mnst provide
notification to obtain opt-out approval tmough electronlc or written methods, but not by oral
communicetion (except we provided in paragtaph (f) of this section). The contents of any such notification
must comply whls the requirements of paragraph (c) of this section.

(1) Carriers must wall 8 30-dey minicoum period of time efter giving customers notice and an
oppormnity to apt-out before assuming customer apmrovel to use, dlselose, or pormit access to CFNL A
oarrler may, In Its discretiom, provide for a lomger padod, Carriors must notify customers as to the
applicable waiting period for a response befbre approval s sssumed.

(i) In the case of an electronic form of notification, the weiting period shall begin to ran from the
date on which the notification wag sont; and

(i) In the case of notjficarion by mafl, the walting period eliall begin to run on the third day
following the date that the notification was malled,

(2) Camiers nsing the opt-out mecheniem must provide notices to their customers svery two
years, ‘ '

{3) Tolecommunications cerriers that use e-meil to provids opt-out notices must comply with the
{following requirements in addtion to the requirements generally applicablo to natification:

) Carrlers must obtain express, verifiable, prior epproval from consumers to send notices vie ¢-
mai] regarding their service in general, or CPNI in particalar;

(if) Carrlers must 2llow customers to reply directly to e-majis containing CPNI notices fn order o
opt-oat,

(lii) Opt-out e-mail notloes that ere’ returned 10 the carrer as undeliverable raust be sent to the
.customer i enother form beforo carriers may consider the customer to have recelved aotive;

(iv) Carriers tiat use e-mail to send CFNI notices zmst ensure that the subject lins of the messege
clearly and accurately identifias the sublect meter of the e-tmail; and

(v) Telecommunioations carriers must make availabls to every customer a method to opt-out that
is of no additionsl cost to the customer and that is avallable 24 howrs a day, seven days a woek, Carriers
may satisfy this requirenent through a combination of methods, so long 49 all eustomers have the ability to
opt-out at ny oost and are able bo effociuate that choice whenever they choose.

The Company does not currently sollcht "opt eat™ customer approval fur tlie yse or disclosure of CPNL
The Company does not use CPNI for any purpose (inchiding markeing cowtimunications-refated
sarvices) and does not disclose or grant access to CPNI to any perly (Inclitding to agems or qffiilazes that

provide communications—related services), except ax permitied under 47 US.C. § 222(d) and Rule
64.2005.

(6) Notics Requirements Specific tv Gpi-In, A telecommimications carrier wmay provide
notiflcation to obtale opt-in approval through ore), written, or electronic methods. The contents of amy such
notiflcation must comply with the requirements of paregraph (o) of this section.

The Comparsy does not currently soliclt *opt In™ customer approval for the use or disclosure of CPNL
The Company does not ise, divclose or grant aecess o CPNK for any purpose, io any parly or In any
manner that would require a custorner’s "opt n® approvel umder the Commission’s CPNI Rules.



() Notise Reguirements Speoffio to Ore-Time Use of CPNL (1) Carriers may nse oral notice to
obteln Ymited, onetime use of CPNI fir inbound and outhound customer telephone contacty for the

duration-of ths oall, regardless of whether caxrlers use opt-out or opt-in approval based on the nature of the
coniact,

(Z) The contents of amy such notification must comply with the réquirements of paregraph (c) of
this section, excopt that miecommunications carriers inzy omit any of the following notice provisions if not

Talevagt to &0 ust Tor Which the cartier §eeks LL NI

() Cariars need not advise enstoymers that if they bave opted-out previously, no actiem |3 nseded
to maimtajn the opt-out election;

{l) Carriers nasd not advise customera that they may share CENI with their affiliates or third

parties and need not name those entities, if the lomited CPNI usege will not result In use by, or dlaclosure
to, an affiliate or third party;

(ilf) Carriers need not disclose the means by which a customer can dewry or withdraw fiture access

to CPNI, s0 long as carriers explain to customers thet the scope of the approval the canrier saeks iy Jimited
to ono-time use; and

(iv) Carrlers may omit disclogars of the preciss steps 2 customer mmnst toke in arder to grant or
deny access to CPNI, as long 58 the carrler clearly communicates that the customer can deny acoess to his
CPNI for the call.

Ins instanices where the Companty seeky one-time exstomer approval for the use ot disclesure of CPNI,

the Company obiaing such approval b accordance with e disclosures, methods and requirements
carselned in Rule 2008(1,

Scetlon 64.2009 Sefsguards required for use of customer proprietary network information.

(a) Telecommbpnications carrjers must implement & system by ‘which the status of a customer’s
ACPNI ayprovel can be olemly established prior to the use of CPNIL

The Company’s billng systera aliows enthorized company personnel to emsily determine the status of o
customer's CPINI approval on the cusiomar acconnt screen prior to the use or diselosure of CPNI.,

(t) Telecoramunicattons carxlers must trsld their persommel as to when they are and are not
authorlzed to uves CFNI, and carriers must have an expross discipitnary process in place.

The Company has estublished CPNT compRance policles that Inolude employer training on restrictions

on the nse and disclosure af CENI and required sqfeguards fo protect against wnauthorked use or
disclosure of CPNL Emplepecs have signed that they understand the CPNT policies and a vielatton of
those policles will resulf in disciplinary action.

(¢) All carriers shall maintain a record, elestronically or in some other manner, of their own and
thelr 2 liates’ sales and marketing campeigns that use their customers” CENL Al carrlers shali maintain a
record of all instances where CPNI was disclosed or provided to third partios, or where third parties were
allowed access 10 CPNI. The record mnst ixelude a description of each campaign, the specific CPNT that
vras nsed in the campaign, end what products and services were offered as a part of the campaign. Carriers
shall retain the record for & minirum of one yeer.

The Compary’s CPNI policles require that all sales and marketing campalgns Inclnding those nilitpng
CPNT be recorded and kept on file for at least one yenr. Records are also maintained for disclosure or
qocess to CPNI by ithivd parties. The records inclrde the required information Histed In Rule 64.200%(c).



() Telecommunications carriers must establish & supervisory review process regarding carrler
compliance with the rules In tide subpart ¢ out-bound marketing eituations and maintain records of carrer

compllance for a minimum period of ons year. Specifioaily, sales personnel must obtain supervisory
approval of any proposed out-bound maketing request for customer approval,

The (.‘ompany’.s' CPNI pouclaa mqulre employm m obt:du appravut from the Company's CPNT
Con i I, pri)

cmnpatgn. Rword of :ﬁe markefmg cmqpaigns. alm:g wﬂh the appmprmrc supervisory approvel is
rmisintained for af least oms year.

(e} A tlecommunications carrier must have an officer, 23 an agent of the canfer, sign and file
with the Commission a complience certificate on an annua) basis. The officer must stato in the certification
that he or she has parsonal knowledge that the company has esteblished operating procedures that are
adequate (o onsure complianee with the rules in thle subpmt The carrder must provide 2 statement
rcocompenying the certificate explainlng how its operating procedires ensure that it is or {3 not In
compllance with the rules in this subpart. In addition, the camrler mvst inclnde an explenation of any
actions tzken against data brokers and » summavy of all customer compleints received in the past year
concarning the uneuthorized release of CPFNL Tis filing mugt be made snwmmlly with the Roforcement
Bureau on or before March 1 iv BB Docket No. 05-36, for data pertaining to the previous calendar year,

The reguired officer ce}ﬁﬂcaﬂon, acfions takien agalnst data brokers and summaty of custonver
comiploint documents are included wifi this accompanying siatemerst, The Company will file these
documenis on on annaal basis on or before Marek 1 for data perieining to the previous calerdar yeor,

(N Celers must provide wrltten notics within five business days to the Contnission of eny
instance where the opt-out mecharnisms do not work properly, to such & degrse that consumers” inability fo
opt-out ls more thar an anomaly.

(1) The notice shell be in the form of a letter, and shall Include the carrier®s name, a description of
the opt-out mechanism{s) vsed, the problems(s) experlenced, the remedy proposed and when it will be/was
implemented, whethey the relevant stato commigaion(s) hus' been notified and whether i has faken any
action, a copy of the notice provided to customers, and contact Information.

(2) Such notioe must be submittad even If the carrier offers other methods by which consumers
tosy opk-out.

The Cormparey does ot currently solloit "opt eut” customer approval for the use or disclosure of CPNI,
Sectlon 64.2010 Sefeguards on the deelosurs of customer proprietary network toformation,

(&) Safeguarding CPNI. Telecoromunications oarrlers rust take reasonable maasures to discover
and protect apainst attempts to gain moauthorized accoss to CPNL  Telecommunications canders must
properly authenticate a customer prior 1o diselosing CPXI based on customer-initiated telephone contact,
online account access, OF an in-store visit,

The Compemy’s CENY policies mitd employee training inciude reasonable measures to discover and
pretect against activily thet is indicative of pretexting and emplopees dre Insiructed to noflfy the CPNY
Compliance Officer I any such activily is suspected.

(b) Telephone access to CPNL. Telecopumunications oarriers may only disclose call deteil
information over the telephone, based on customer-initimed telophone contact, If the cuostomer fist
provides the carrier with a prasword, as describad in paragraph (e) of this section, that Is not mrompted by
the cerrier asking for readily zvailable biographical information, or account information. If the customer
does not provide a password, the telecommunicetions carrler may only discloss call detail Informetion by
sending 1t to the custorer's address of record, or, by calling the customer &t the telephons number of
record, If the customer is able o provide call detail information to the telecommunications carrier during a



customer-initiated call without the telscommirrications cercler's asolstunce, then the telecommunications
certier is permitted to discuss the call detall information provided by the customer.

The Company’s CPNI pellcies ensure that a casiomer Is only able to access call derell information over
the telephone In one of the ways listed In Rule 64.2010(5). If the customer cannot remember thefr
password, they are prompled to answer a secorlly guestion. Neither the password nor the secarily
question are based on repdily awnilable b eal biformation or accownt bxformation. Customer

service representatives are Bisiracted fo anthenticale cusiomers over the telephone tn all Instances except

In the case where the cusiomer provides the call defall Informarion withowr the assistance of the
Companny. '

(c) Online access to CPNI. A telecommunications carrier must authenticate & customer without
tho use of reedily syeileble biographicel information, or account informetfon, prior to allowing the
customagr cnline access to CPNI related to a telecomnintications servies account. Ones suthenticated, the
customar may onky obtain oniine access to CPNI related to a telecommunications sexvice aceount through a

passward, as desafbed In pargraph (€} of this section, that is not prompied by the camries asking for readily
evaflsble biographical taformation, or account information, ’

The Company’s casiomers do noi carremily kavs aceess to Vielr accosnt online,

(d) In-Store access to CENI, A telecommunications carrior may disclose CENI to o custamer

who, &t 2 cartier’s retail location, first prasenis to the telecommunioations carrier or its agent a valid photo
ID matching, the customesr' s acocunt lnformation.

The Compuony’s CPNI pelicies alfow the Company te disclose call detall CPNI ig the custorner & a retail
location after preverting a valld photo ID that maickes e customer’s acconnl bnformation,

(&) Estublishment of a Password and Back-wup Authentication Methods for Lost or Forgouen
Passwords. To establish a password, @ teleconmmmuications carrier mnst enthenticarte the customer without
the use of readily aveilable blographical information, or accennt information, Telscormmunications carriers
may creats a back-up customer authentication method in the event of a lost or forgotten password, but such
back-up customer authertication method may not promipt the customer for readily avallable biographicsl
‘mformation, or eccount loformption. If a customer cannot provide the comrect password or the comrect

response for the back-up customer authentication method, the customer must establish a new password as
deacribed In this paragraph.

The Company’s CPNY polictes allow for « few ways to establish a pasevord, all of which ensure
compliance with the above paragraph, Eoach method aiso allows the customer to establish a back-up or
seckrly question in the event vhat thep forget thelr pussword, In no event does the Conpany use readlly
trvailable biographical Information er account informarion as o back-up question or as @ memns 1o
estublish n password or aushenfleate the eustomey,

(D Notification of account changes, Telecommunications camiers must notify customets
immediately whenever a password, enstomer reaposse to & back-tp means of authentlcation for lost or
forgatten pasgwords, online acoount, or address of record is oreated or changed. This notifieation i3 not
required when fhe customer initiates service, mcluding the selection of a password at servise Inftiation,
This notification may be throuph a cerrier-originated voicemeil or text message to the telephone number of

vecord, or by mail 1o the address of record, and must not reves] the changed information or be sent to the
new acconnt [nformation.

The Company’s bllling sysiem genérgics a notification ketter when any of the flelds Hsted in Rule
64.2010()) Is created or changed. The Company inmiedintely mails out the notificados to the address of

record (never a new address) when required by Rule 64.2010(). The content of the notification complice
with the requirements of Ruie 64.2019().



(&) Buviness Customer Exemption. Telecommunications carriers may bind themselves
contractuslly to authentication regimes other than those desertbed fn this saction for services they provide
1o thwir business rustomer that have both a dedfeated acconnt representative and a contraot that specificatly
sddrezses the carriers’ protection of CFNI.

The Compary does not uillize the buasiness castomer exceprion at this time.

Section 64.2011 Notification of customer proprieiary eetwork foformmatton security
breaches,

(8) A telscomrnunications carrler shafl notify law enforcement of a breach of #ts customers’ CPNI
a3 provided in this section. The cexrier shall not notify its customers or disolose the breach publicly,

whether vohirterily or under state or Jooal law or thess rules, until it has completed the process of notifying
Jaw enforoement pursuant to paragraph (b). :

(&) As soon a8 practicable, snd in no event luter than eeven (7) business days, afler reasonable
determination of the byeach, the tslecommunications cartier shell electronically notify the Unitsd States
Secret Service (USSS) end the Federal Bureau of Investigation (FBY) through a central reporting facility.
The Comunission will maintain a 1ink to the reporting facility at http:fwww.foe goviehionr.

(1) Notwithstanding any atate law o the contrary, the carler shall not notify custorners or
disolose the breach to the publio until 7 full business days have passed nfter notification to the USSS and
ths FBI except as provided in paregraphs {2) and (3).

(2) I€the carrier believes that thers is an extraordinarily vwgent need to notify any claes of affected
vystomners sooner tian otherwise allowed under paragraph (1), In order to avoid Immediate and irreparsble
harm, # shal so indicats in jts notification and my provsed to imuiediately notify its affected oustomers
only after consultation with the relevens jnvestigating aganoy. The carrier shall cooperate with the relevant
ipvestigating agancy's request tp minimize any advezas effecty of such customer notification,

(3) If the relevant imvestigating agsocy determines that the public discloswrs or notles to
wustomers would Impede or compromise an ongolng or potential criminal Investigation or national secarity,
such agsnoy may direct the oarrier not to so dlsclose or notify for an Initlal period of up to 3¢ days. Such
period meay be exiended by the agency es ressomable necossary in the Judgment of the agency. If such
direction is given, the agency shall notify the carler when it appsars that pnblic disclomme or natlcs to
affected customers will no longer tmpeds or compromise a eriminal investigation or national security, The
agency shell provids in writing ity {nitial direction 10 the carrier, any subsequent extepsion, end auy
netification that natlcs will no longer impede or compramise g criminal Investigation or national security

end such writings shall bs comemporaneously logged on the seme seporting facility fhat conteins records of
notifications filed by carriers.

(¢) Recordkasping. All carriers shall maintain a record, slectronically or In some other manner, of
my breachey discovered, notification mads to the USSS and the FBI pursuant to paragraph (b), and
notification made to costomers. The record must inoluds, If available, dutes of discovery aud notification, &

detailed desoription of the CPNI that was the subject of the breach, snd the ciroumsiences of the breach.
Cutriers shall retain the resord for a mintmum of 2 yoars.

The Company kas policles and provedares in place o ensure complimnce with Rule 64,2011, When It Is
reasonably determined tial a breach has ocenrred, the CPNI Compllance Officer will nofify law
ergorcentent and ks cusiomer In the required thnefromes, A record of the breach will be maitained for
a minlmam of two years and will include all Information reqiired by Rulz 642011





